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...then please dont just install it and go on. You need to change some ot your habits, and recontigure your 
software! Tor by itself is M?7~all you need to maintain your anonymity. Read the full list of warnings . 
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Looking for something else? View All Downloads . 

To keep informed of security advisories and new stable releases, subscribe to the tor-announce mailing list . You can 
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Congratulations. Your browser is configured to use 

Tor. 
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AvoidDi skwrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
Soc ksLi stenAddress 127.0.0.1 
. IBfthWJiilltbtJgldtftiliPJINJJJ itAMfl 

UseBridges 1 




.Click this bar to view the small image ; 



Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{ExcludeNodes {IL},{DE 

{ExcludeExitNodes {US 

Ci rcuitBuildTimeout 120 



£ Li ♦ «f ♦ 



jlxuiV) 6 JA ASluab >jlJ 



■■& 



ExcludeNodes {IL},{DE} 
ExcludeExitNodes {US} 
CircuitBuildTimeout 120 



AJUII j ^uail ^i U£ 



.Click this bar to view the small image .|\ 



=20029560BD88d94f942FFFED01f963 



AvoidDi skwrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi lj " " "k* \geoi p 

B348D 

tdout 

.0.0.1 



SocksLi ste 




Unicode f£*J Jj*-i jL&feJ 
Unicode f£*J Jj*- £ljoJ 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 
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AvoidDi skWrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
-20029560BD88D94F942FFFED01F9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{ExcludeNodes {IL},{DE 

{ExcludeExitNodes {US 

Ci rcuitBuildTimeout 120 



< 



j>j 



££L*ul\ laiaJ p l£&\ &. j 



.Click this bar to view the small image fw\ 



5j£i*JI- torrc P 



uL^JaJ ^J^ , ^■ Jm*****"' Jt'J^ 



Ctrl+N 
Ctrl+0 



■ ** 



^) rTh fyuoL lii* 



DrI+P ...«LL 



Port yubl 



Avoi dDi s 

Bridge 232.143.12 

Bridge 104.111.222 

Bridge 212.41.204 

Control 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88d94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{ExcludeNodes {IL},{DE 

{ExcludeExitNodes {US 

Ci rcuitBuildTimeout 120f 



te*%* 



\4 setting jj o-^ &V £&*u 



torrc J! uaUj ^i&i Jj 



?tfl£ jjSJl .&£< jtuw <> 4latS 4JjJ LJla. <jLoj JA :<j- 

torrc cila ^ jjiii Ija uii£j t^i t$j jjSli jaj v d^ ^j^aJi ch^ ^ <-ti* ^J ^ ^^ ^ :^ 



ExcludeNodes {IL} 



jjllj ^Lufljfl AiuflliU j*j Uj^j ' LJaj UJUli Jla ^jli 4JjJ tii^ CaiJ \i\j 



■■& 





,J #2 




OJl^-13 CLcLuu JuuO Q 






2,591 : 


olSjLuUUoJI 







14 of 30 



14/10/1432 03:02 f 



tor browser bundle explain - p^V £j^ *£i£ c^Usa* 



https://180.235.150.135/~shamikh/vb/showthread.php?p=1058668172#postl058668172 



ExcludeNodes {IL},{DE} 



. Jj^il Jaj i> V^j 4L** S^ </gf £^J <^^ ^1 
fftaA JjJ j£ j>aj 4j iajljil life 



:*S 



http://www.greenbuilder.com/general/countries.html 



?\Ji s^i s^£ i^ia 4-ajkAil jaj 5la jjiii £jj^l S^ <> 4l*ls 4Jjj lj^ is**** J* la- 
zuli ^1 4jU£ jjt jjiii ^jiLa <> t%jj 4jjj Lil^ ^ ^iniaj cfju :^ 



:*S 



ExcludeExitNodes {US} 



: J j* 



ExcludeExitNodes j ExcludeNodes o# £ji\ u :^ 
,^jji ji ia^j j! AjIjj ja& c^ii! p\j^ t$is jjsi! ^ jIul4 i> mJjj uilau ExcludeNodes :^ 

.Lis jjiii ^jjiJl ^ jUw <> aJjj LilaJ ^i ExcludeExitNodes^ 

tOrrC uiL> ^i *j$l\ \ JA ^a Vjl l^a jjSJI jaj du2kj £LUI 4JjJ £*2aj ^ CjJjJ Old tfju ; £ 



EntryNodes {JP} 






:*S 



StrictEntryNodes 1 
EntryNodes {JP} 






ExitNodes {RU} 



jj^i ^^j u-jj ^ Ujjj ^j>J! ^ jjiii jW^Vj 



torrc cil* ftivi 4LLJ ij£Vl <> jjS ^i £-^j ^uj 

ttorrc - Notepad 
. File I Edit Format View Help 



:4js 




New Ctrl+N 

Open... Ctrl+O 

Save Ctrl + S 



Save As..,. 

Page Setup.. 
Print... 

Exit 



ss 127.0.0.1 
mAutliority C 



Ctrl+P 



ExcludeExitNodes {US},{IL},{E 



Fir 



:** 



StrictExitNodes 1 
ExitNodes {RU} 



c£L*ui\ jUu^v start tor ^ stop tor jj^i ^ 4^2 e> iaxJaj ^ 
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IS, Bandwidth Graph tl Help 

[=| Message Log J^ Settings 

j Show this window on startup 



tp About 



Hide 



/ Vidalia Control Panel 



Status 



El 




EX, Bandwidth Graph t| Help £j About 

[ = | Message Log J^ m Settings Rjj Exit 



I] Show this window on startup 



Hide 



.AaUJI iip ijti* j^uu ^ torrc Lii« >T <^ aim jijsvt ^j J^L :l4ia*:>u 



^jIIaII nJb*aZl (jj£&jjAll\ Jjg Vi ; Axjjjij 4i^j-4ij 



jiuLAii iajijH jjp vj csM* (S^ u?*\ ^^ v 



o^ajjjliil Jb AjjI^JI cjliuiil iJAA kljj AiLbj 



fSLyiVI t>^ ^l& >^ ^M 



https://www.shamikhl.info/vb 



https://180.235.150.135/-shamikh/vb 



2S^1L 4jA±1\ cHaaj^\ ^U j 



.Click this bar to view the small image p i 




V 












jLUI j*iU*il LjIjjI j*iU*JI iajl^il 


>jlji ^jjii j^uii ^H^jiiijijii 


A\ LbjPl fiUVl £j**A 41^1 IjIjj 1 



AjuduM\ f IjIS 41^1 jidUll LjtjA 



https://www.alfidaa.org/vb 



https://www.alfidaa.biz/vb/ 
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/https://112.137.166.232/~fa/vb 



Al^L 4-ualU CAIlaj^ (JL1 j 



.Click this bar to view the small image 



P7 Jjiil Jj>*'i" 




LjJ-JjJL^ ! <^J LLI I fj-3t 

^f i>j } ^ju&Ji ji-i-^yi # 



/^jiLp^r ^9>sJ qjAiUiJI qj 



|4jjiluuVl f liiJI ili^iiuljj 



1 jLiaJajlj 
/https://112.137.166.232/~fa/vb 

2 jLia-bjIj 

/https://www. a Ifi d a a . o rg/vb 
/https://www. a Ifi d a a . b i z/vb 
/http://112.137.166.232/~fa/vb fJjjJ| 
/http ://www. a Ifi d a a . i nf o/vb 



lijiiJI gUjUIaJI 



*SiUl4i^J 



* 




buoJI 



jJl 



U^ 



/http ://www. a I -fi d a a . co in/vb 

l3I>sJI qJgi 1 1 ;jjg_j_dl gl ljI^lJ^I £9_aj&jo 1 1 IS ^jo J3\J ^u&j 

II 1 1 q^^L_uyi 



I_£)jjciI ,_jJ_t jl_p_?yi 



(( ! ! ■ ■ Ljci^Lc [ /j-iuuLftjl Igijijl ,,u9A^LtjciJI LjLjLiuJI I_£jI )) 

/j^jL_>lg Ot^J-^I ^^j ,^3 t^As&xji]! LLilc>>l £LJgJ (6jjcO_ljjuo qsjbjo) 

/j^jLs; 9JUI £>3 ■■ fl-sb^A 9 /j^jLooujIg 

,_hoLo>JI oL>j yj&j J_vj \J ^JajoJI jajt! /jLJuJI jl>>l U 

//^jjoJI jIa^^I ftSjjJI ^Jjajo oIa^I ^-ftiir Lj J_t UIj-lj-iU lynj //u\JI 

// qJi^Jbdl 

lSaJI JLtu^JI g _jci\JLc\JI ^j-ljj fTjcuiJ LLfr ^L^jLjo igj-t LS>£i l_j>3 q_;_Ljj Llj&j 

[ f3 r ^J0^^1l i&ijJI ] L^j Ic^jLJj 

ojo Jj-^ Og^ii o.yj.^JI i"iL| o^ ^-^- J '-^ iic^jJuul | |qsjlj9 i_jjA^^¥^ 

ii . ■* 

,,,p^uj\ pIa^JuJI JLJjI 

j_9XJULjljj lJ^juuJI AJ*j 9 Jj_^ULjLjljj ^aJI ugL //o^i^&JCiJI ^ I ^-j^Li Luol 

L^jLt l9>sj \J Luo A^lg fi-^ 9jo\JI jjj ^ T ^j >jIsJI £>sJI Lj>JLj& flji-t 

!!! ti_^ 



( iil UjIp! ) \j£ja A1ajoA\ u&jil £j^Ua]| jtuaj! 4±±at LjIjj £*bj ^ J& ^ J^ di J 



(+A (ijjjni^ iil J (i^l i n^l UJ J 



^JJJAL^4 J-^ jt^) JJ^ 



i^ij 





..s 


| Help 




Downloads 

Add-ons 

Set Up Sync... 


Ctrl*J 
Ctrl+Shift+A 


X 








Web Developer 
Page 1 nfo 


► 






Start Private Browsing 
Clear Recent History... 


Ctrl+Shift+P 
Ctrl+Shift+Del 





















»iri "S " i ^> 



General Tabs Center* Appficatiom Priv«^ SecuAy Sync 



General Network Updae Encr^twri 



Protocols 

Use SSL 3-0 



tie Enciuptnrt 

\ 0U»TLS1-I 

st^ rm/ pef^Wffl ceiirficjie 




vanced 



CartSj 

O Safcc( oft? 4utont4tic^ Ask me eveiy lime 



Viev* CorB icat^ B^vocabonLto [ ^flittohw^ S«uri^ Owicei 



OK 



][ 



Cancel 



Help 
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* Certificate Manager 




HE® 












Your Certificates People Serjers Authorities- Others 








You have certificates on file 


T>at idenlif^ these servers: 






Certificate Name 


S eivei Lrfetime 


ExpnesDn 


ej 


- TheUSERTRUSTNeW J 




)■ 


addons mozilla org Permanent 


13/05/1435 










global trustee Permanent 


13705/1435 












kuiH.de Permanent 


12/0571433 












login, live, com Permanent 


13/05/1435 












login.ikiipe.com Permanent 


13/05/1435 


<2> 








loginyahoacoffl Panwent 


13/05/1435 








login.yahoo.com Permanent 


13/05/1435 




— ■ 








login. yahoo com Permanent 


13/05/1435 












rtiflil mnnnfc rnm Pfcrnuiw* 


l3/r*u14ffi 




V 










"m 


IflgwU 


■ ■ *i 


| Add Exception... 
























OK 



















Add Security Exception 



You are about \o weriide how Aurora identifies this sfce. 

Legitimate hanks, sieves, and othei public sites will not ask you to do this. 



Server 



Location: 
Certificate Status 




Uft JbJ^I £*a> 






Contam Sezxtty \ 



Cancel 



Add Security Exception 



• 



You are about \o ovenide how Aurora identifies this sic 

Legitimate hanks, stores, and other public sites will no! ask you Lo do this. 



Server 
Location. 



https://1 30 235.1 50 135/-*hanikh/vtJ 



lji e 



Certificate Status 



"X>rLtficate 






Cancel 



Add Security Exception 



You are about to override how Aurora identifies this ske. 

Legitimate banks, stores, and other public sites will no! ask you to do this. 



Server 
Location, 



https:^1G0 235150135/~shamWi/vb 



5 



Get Certificate 



Certificate Status 

This site attempts to identify itself with hvafcf rtlormaiion 

Wrong Site 

Certificate belongs to a dilf « en* sile, which coutd rtokaie an identity theft. 
Unknown Identity 

Certificate is ngt trusted, became * hasrfl been rahed by a recognised aulhoifly 



View... 



EermanertJry store Ihis exception 



^onfirmS 



iwa J H gg™. 



C ancel 
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Certificate Manager 



Your Certificates People Severs Authors Othsfs. 






You have certificates on rile (hat identity Ihese sejvets: 



Certificate Name 


Seivn 


LieUne 


Empires On Q 


- [Unknown] 
[Not Stored] 




J Pamarartf 




A 


130.235 150 135l 


a ThfllSFRTRUSTNftfcw 








addons, moaib-oig 


H 




Petmaneni 


13/55/1*35 


globaf trustee 


H 




Pam^ert 


13/05/1435 




kuJK.de 


h 




Petmanent 


13/05/1432 




login.live.com 


UUbluAi 


J P&mansrt. 


13/0S/143S 




I0gin.sk3jpe.com 


*■ * 


Panwiem 


13/0f5/1435 




login.yahdo.com 


l^ljll 


Permanent 


13/05/1435 




Innin uflhnn mm 


Pftmunvtl' 


ll/fif^U^ 


v 






IfUpoiL fie*ete._ | Add Exception 



OK 



Jul jjil AjAj £4 J*Aj j 



r 

Certificate Manaaer 








35 


1 

fx 




■* 














Your Certificates People Severs AUhqifcies : Others 






You have certificates on rile that identity Ihese- severs: 








Certificate N erne Save* Uehme 


Empires On K 


- [Unknown] 






A 


(Not Stored] 


130.235 150 135:443 


Penrnanertt 


[Not Stored) 


11 21 37 16$ 23? 443 


PmrumttfA 




[Not Stored) 
(Not Stored) 
(Not Stored] 


wwwjtlid44bc443 

wvwi,5Kw*h1 nf o-443 
uww.aftdu.Ofgr443 


Petmanert 
Peirtanen* 
Petnantn* 


1 3A3S/1 435 
13/05/1435 


iSTheUSERTRUSTNetmi. 
addons, mozilta. 019 
global trustee 
kuiMfh 


■ 

■ 
1 




Pefnvsnert 
Peirftari&frt 

Pf!if5iAnftfi 


InjniL. 


1 Add E Kception... 














1M J ir " -™' J>» s** « 


OK j 

















* Certificate Manager 



□ X 



Your Certificates People Servers Au*hof*ies Others 



You have certificates on file that identity these servers: 








Certificate Name 


Servw 


Lifcttra 


E>pne:0ri 


R 


: - [Unknown] 








* 


(Not Stored] 


180235150135443 


Petmarwrt 






[Not Stored] 


1121371S& 232443 


Penmnenf 




(Not Stored) 


www.-9likJ4a.fe 44 3 


Petmaneht 




(Not Stored] 


www.sha*rufch1 info. 443 


Pe«w*e*it 






(Not Stored) 


wwweUda*ojg443 


Petmanieitf 






i-jTheUSERTRUSTNetwa 










addons, mozito.oig 


■* 


PewiMfitnn 


13/05/1435 




global trustee 


- 


Peinwnsni 


13/05/1435 




kltiarte 


H 


ppttvitiprt 


13/05/143? 


V 









InMWiL. I j 



Add Exception.. 



cffizi 



J 3 =i) P] p> J> # 

General Tabs Canleni Appfccaflgns FWacy Securtty Sync Advanced 



Goneial Notmrit; UpcWe Erwiyption 



Protocols 

Use SSL 10 



0UwTLSlO 



Certificates 

When a servei requests m> personal ceiHtcaie 

O Select one automatical Ask me evcay time 



View Certificate* fievocaiipn List* j [ ^aEdafrpnTI Security Dawes | 




Cancel 




Help 



CjUJjjJ & d^l\ I ^LulUl 4l*j*l\ 
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cjIuSj j <-iAJ\ cjUjjjJI jc &*A\ 



2 ^UjS2 j c-jjilu.! CjUjjjJ) CP ^M 



cjUaj^ ^iij : ^lji ^ vail 



j^jj ^ S^ jjg^j ^ ^jjjjjj 



■ lm"^ 



LiSl 



(<£.%* (£•£!«) 4-u^-^ ^aj]) J A£^j J^Lk t$j jaLuj jH\ Stol\ \ ( Jc *^jsu& t>& <£ji*J 
l$j jaLui (a5 Hl) (A-^lc-j <LuaLk) JJbiJl njjlLaj *A.l4 an<n tillL AJlfi jjSJl ^^uumja £a £jUjjj ^IjjliLa 4j£ U*3j ^ill r«bjall £)l£ ^ J^ 9 ^ <^bA «Jtuaacu 

...jjilll A£^ui ^Jbjjjj JU^jV) CjVjIa-a 4j3|j^ 4JlLab AiSJ <L4jJjla]| <_$jlaw4 4ij*-4 



ipnetinfo 



:*S 



http://www.nirsoft.net/utils/ipnetinfo.zip 



^ jlaj 4$aj dJAj <UjJ ^1 ^i t$j| jSj^ ^Ijjj £l ££uu (j m i iVil l <^1aJjjj <^UjJjj c)V 41ml* ^Aa-pjJ tibial >J»j ^ Jail ^jKihi I V 4l£aJl <^j 



Here are your bridge relays: 

bridge 82.241.243.241:9001 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 



Q 



Bridge relays (or 1 'bridges 11 for short) are Tor relays that aren't listed in the 
connections to all the known Tor relays, they probably won't be able to bk 



Here are your bridge relays: 



v2) 




Copy 
Select All 

-r^ . i ! y- Search Gooqle for l! bridqe 32.241.2.. 

Bridge relays (or T \ ~ 

lf f View Selection Source 

connections to all tl 

Switch Page Direction 

TO USe the above H: ^ Download with ID M 

5^ Download FLV video with IDM 

Configuring more tl" -^ Download all links with IDM 

§> NoSchpt 
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Choose 'S- Ac dresses 






Type a single IP address or multiple IP addresses separated by commas, spaces, or CRLF. You can also 
paste the message headers from your email software, and the IP addresses will automatically be extracted 
from them. 



bridge 32.241.243.241:9001 
bridge 50.51.21.193:443 
bridge 95.74.193.151:443 



l^Jjj J^ U* CA^jAS £J1 (3) 



[Vl Automatically use the right server according to IP address 
F71 Resolve IP addresses 

ll Convert host names to IP addresses. 

H Load only the last IP address. 

Z\ Pause for 



30 




Seconds 


After retrieving 


10 


IP addresses 












► OK 


~~ 1 T^nrpl 


C 


-., 




Lancei 


Jeer 


raste 



A 



% IPNetlnfc 



File Edit View Help 

IP # | B El ^ & «s % 



& 



Order 



• 1 

• 2 



IP Address Status 

32.241.243.241 Succeed 
'50.51.21.198 Succeed 



95 .74 .198 .151 Succeed 



Country 

France 

USA -New York 






fhVmSU CjUJjjJ ^Laj ! AjuLJ! AIaj^I 



Sj^Lu torrc <-iL ^ cjUjjjo^ a°l*\ ^l 



\A\±*1\ A^lj ^ l*2lL*} ^ V j 



jlshs ^t j 



CjUjjj^I © JA LL^i <j U^J 2 ^ J 



:** 



bridge 125.32.87.65:9001 

bridge 25.36.47.124:443 

bridge 98.25.36.187:9000 



dllla CjIaJjjJI 6 JA 



torrc LiL ^i t$i^ j t^mn pjh 



it, comments will not be preserved # 
>r similar, and Tor will ignore it # 

AvoidDi skWrites 1 



Bridge 43.32.149.165:900: 

jBridge 144.65.54.32:8080 

Br id flfll ji£_j3fi-54. 148: 9001 



)lPort 9051 



Geo 
?1586BB0c38a6 




*-> .\Data\Tor 
ii\Tor\geoip 
L1399F1649D 

jL^I^J^I^Stl^lwJjJ ^ fl CG S"t ClOUt 
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bridge 125.32.87.65:900] 
■bridge 25.36.47.124:443 
Bridge 98.25. 36. 187: 900C 




4*l> 






3 s: 






j£Jl JUO&J 






Unicode f^*i ^j* i jL^IiJ 
^ Unicode f^*J jj*. r^ljoj 





-it, comments will not be preserved # 
)r similar, and Tor will ignore it # 

AvoidDi skWrites 1 



Co 
DataDi rect 
GeoIPFile .\l 
?1586BB0c38a6566e0FFA4I 




OuO&J 



- 



■ _ -. Unicode f£*J jj*1 j^J 

'-*-'yi < Unicode f£*J Jij* ^IjJj 

SocksLi stenAddress ±z/.u.u.l 



)r 

P 
)D 

it 



~m 



imn 



Sj£LoJI-torrcF 



w U-JA- ; ^jfljt j.j i i fc l" Jj'J**' 



it, comments will not be p 
>r similar, and Tor will i 








AvoidDi s ct(l4 p 
bridge 125.32.8 
bridge 25.36.4 
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